12'"'DI VTN NNDIX DI
(PT) NN '2T12an NinnnNna

D'"N119 01NN 771D DIPN
NIMIN7I2 NIDNDN7 NI




PO 70 TR NVIXPD ,NINT'7 N'770DN

NYTIN MW 1XM7 NTDDA NTDRY N7 - 'NNAN DD N DIP'N
[77N WX ,|91T ANXI NPA'DNMT DT, TID'Y NID'W7 WWPn ‘701
I'D'71V DIV NIAYD 17'9X

177200 ['2 PITAN WPNLNNIANN NRIN, 7KDY NINDN
.DN 0I'D INX7 DA D' T'DYNY

NUWYNI 27NWNY7 NNWONN NN D27 120 TRV NIVIXPD 'TIN'
0T072 1IN7 TIDY MIY72 DMNDYY IN DY 70T POMIN

,ANINNINTIAYA TIWD DYLD WD [I'Y 1 NIwI2
.DIIDINA JIPX 1AIDIDIN 1IVN NNPNALIIDY YIVI7 NNYWON |2 10D

7NV DTN N DIPYN N7700
1NN TIWN 7Y TIN'70 NN 1NN NNXDI IWN

WIXPD VT'D N'727 , ONLINE & OFFLINE ,24/7 DD112Y D'DT 12NN
72 DY, 0TPNNN PLIANE 70T DINNA VIXPINN 'WIN QDD [PDI
J'!T1N NN NDN [PTA DRIDTYNI DWITNN

NP MDD NTNRNINIYKIN NINDTPXD NTNNANN v
IDN12N N7W N0 7w 07w D7IY

DY DXX ,'WIN 7'9119 ,0NDTYNNI DD TIVHD D70 T DNIY'Y 300 70
{72V ‘70719 ,0'TPIND 0'DINI9 ,DIP'NA 0'DATIDD DY NINdNLODMTD
LTIVI

9D 'NIN
IWN DIT'NZN DA ININA IDINN WX DTN7N7 DNAIN DTN
TVI D'DIANN 7NN DTN D'NWIIN 70 .0TIP Y1 N77 DVan

JUDIDI NN NN WAIT DA NI AVIXENN ANTY

:DIAPN 0Oroa

N21DN NIIXA |DIN NIPITA YXA7 YT T'D7N0N DN DI'D QY
D'T'D7N.|DIN NIP'T2 N"IT NI N771D0 , N1 DTl
VYXIND DY NN7XN2 DPN NN N2YI DIIPN NI7LD 70 NN IWInY
DINN2 NPYNA NMTYI DI'D NTIVA 172" ,n7VNI 85 7¥ DX
1INANT T'N7NN NN |20 DIIPN QDI . |DINN NIZ'TAI12"DN
NXN TN7NNENTHA . LINUX, PYTHON :011X'Nin ndNDNN
JNDXY |DIND NWAT N1 0MIXIN NDPDN INANT Nwa7

)4

‘::1_5

S NI
an T

12"DIVT'D NNDLIAK DI

( PT MX{j72 IN Penetration Testing WA nyITI) N1 TH NP T2
DN PITA7 NIN 7Y APRAN 1TV YXANDN U 70N N0
NPMTA.NNDAN MPI77 DY NN2ANN 7Y DNIN'WAIDDIYIN
D71V21 YINQ DN 112V N 2IWN 70N NN NN

N2 NILWN ININT UDNWD N DI APRNITH7Y NYXanni
JINXPY7ONA VIZO'T7 710 NIN DN NIZA7 T2 ,01TTN NN wonw!
DINA7 NIN 7V NNDAN MPY7 '7X371 002NN 79 NINPNL IN DNNN
NN X' IWNNNANT NIT 9D IPNNN NPYTAN 0I'D WNNT P17
NP7 NNCPNT TXD NIINNY |2 1021 INNNY NNDAND NP7 770
|271|DIN NPT 7W 2N IAN YPA7 N'712' 112NN .I780 NNDAND
|DIN NIPITA 2122 ,0INN 7¢ 2N AN NP N7 APRNN 7Y
|DIN NIPIT2 ,NNANN 7Y (NIDIYNNIDNNND) DIDAND DIYNT
NIPITALI9MNT [N T'XNTINT |0 NN2NN NNNONY NIXPY79N7
2N VTN APY . TIVIENNYIN NN 12NN 78 NPNYANT |pin
D" NINTIDN NIYIN NINDINA IDINNIEDIN NIF'TA VIXIAT7 WATIn
DIj7 NAINN7 D11 NI D71Y2 |1 YIND |0 |DIN I TI21 27 11DN0D
NIN'OIDIN NIFITA DI .NDAIND NIN'OI|DIN NIPT1 12D
DDANNN [DINN 'PTAN DINNA NI 91PN DAPN 1210 NDAIND
/1PIN I TIAD DATIAY T 1N DIIPN XN WX DNPNn 7Y
NN X NXANN DIIPN 770P2 .Y 1IN NINAN2 01112 121D 1IN
NN TN7NN NN TPN' 178 NP INT NXD TN DINXDDN
NIXA7 N2 T'T7NN )2 .|DIN TN 1IX7 ANX NAWN 178K
DIN 17002 .0INN2 ANNID ITH7Y |DIN T2 YXAND TXD
.PYTHON -1 LINUX -0 DINN2 NIYXPNNN 121V T'R7N0N

TV 7P

VIX{7D N2DNA D1MIYHNN 121D D71V7 Y1 N77 DIVIann DIWIN
D'NN9YN .0INN2 NN NINTPFNNIDXY NINDINIWT NPT DY
DV |DINN NIF'TA DINNYT NWIXPTD N2DN VX217 DN WX

DN7YW VTN NN WYNT IN [IN1ONI DFINTN DINN2 NIYXPDNN
|DINN NPT DINNA 19NYNT DXINY DI7'NND |DIN P71 .0INNA
N1DIN NDTIN /AWNNN WTD 'TINTN XN 2787 DT NI7Y7I
TIAY7 DN7Y DMID'DN NN 19W7 DIXIY NI7720 /NIXD'DINIIND
.INM9NI DPIY7N DINNA NIVXPHNNN DY |PIN 17720 DINN2
D!721DN DINY DWIID [TV 12V 121D 1D NAVY DITINTN
-N DINN2 NIVXPDNN DY [DIN NIPZMTA DINNA NTIAY [N 112Y7
.PYTHON -1 LINUX

DY 'N TVI'ND NWIXPN |DIN NP'TA VXA7 TINT7 XN 0 73
DINNA 'WYD [I'D1 7V11 INMONI DPIAY7N DINNA NIVXPINNN

.QA-1 Devops ,NW1 71N 122 12171200

:DPN WD
NIDMINDN NIMTPN NIYY 360 100 DAIPN WD
.21:30 TVI 17:30 NIYWN |2 VIAwa DYHYO ,0'WI0D 72 N1ADNA

ATV DN

JTIN NMOXYT7 , TIN'7NN AN DTP71 NTY7 1INDRY 70007 VD
7V DINPIIN 770 NN 172000 DAIPA DT N72a0 XN77 ,]IXn NT'n2d
D'XIDN T 7V 1VXIAY DMADN DNPNN NDDIAN DNINN NN
DN 7Y

NN NI72IN TIN'77 DW700T D1ILAD YD DTP7NN N7
JNDTPNNI NI



nvpn

nox NipT250 @ w7 oniyw 23 W
NIDTPN NIYY 30 1A D'UION 6 &
7000 niTavn &

Daynn Miypn

0AYNN1 NV NIX P VITHD

nmiypnn hnnnt

nmivpn1a Tid 'naim

DTV 0N TXDINIWPN XN

Unicast, Multicast, Broadcast, Anycast — NIYjN 1D
I7I|7IDI']EJI vy ,nn'w - 0'nainn

1Y P70 NIYPNN NITID!
OSI - NIdwn vav 71in
TCP/IP - NI22WN WHNN/Y2IN 771D
Decapsulation-ni Encapsulation-n 7'7nn
Cisco Packet Tracer DY N'D'DA NIND'N

JWI7V 770 NIYPNN NITID!
NMINI2 NOD
70X TDPNI NI ZDPIN 70X T - N1'9DN 'D'DA DY NN
|winwI [P NI2IND
NINIF7NNI NI N2'DD
77NN N2 WY
WA NI7'aN 2Inn '7nn
VLAN N2inn Dy NN 21 DHCP, DNS [120 0"D'D DININ'Y

2V127 770 NMIYPINN NITID!
ICMP
IPV6
TCP
NW7IWUDN TN NXNT 170N
D317 D' MODN DY NN
YN NDIN N0
2"11IPS & IDS, DOS - 12"D 071V IWIN'WI YT 773 N2

NXIDN NITIN

DUPNN NIOIX

NWPN NTI2VNNA'WNN NN
NIPINIATD

IAITZIN7 121D NN

DMIPNN 1D

DNIINNX DIVINTIN

NTIAY NNIXDI TNYT NNONY
Kernel-1 n121n ,nnin

SXTZNIDNT NIAD
NIXTYZNIDN NITID!
NIXTYZNIDYNIN NN
n'wvnl o'win'y
12"D1 OWwIN'wn
D'1IYn 0'X27 21D
"lv" NanN
PNINTNIVirtual Box-2 win'win

2NYTN

12'D2 NTIAVYN NININ 19DN"

".2NPNIYYL 1010 JaT7 TNIY
D1I7) |IN'Y




Linux

nox NIpT250 @ w7 oniyw 22 W
NIDTPN NIYY 35 Q) D'wION T &
7000 niTavn &

:NINYINI DD
N7V9N NIDIVNI D'XA[7 DID
NIN2ID DIXAP NINID
72107DN NIYXDNA DDIOT I
Root, Regular User - NINpINI D'WDNYUD
SUDO-I
UID & GID
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NIXYIN 12200
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:NXDIVINI Script N2ND7 NIAD
Script VS. Program
Bash Scripting
Variables
Environment Variables
Scheduling tasks - Crontab
Docker technology and challenge

:Bash Programming
Input & Output
If statement
Nested if
Boolean Operators
Loops - For & While

:System Services

nnwnn

Linux-2 DN NITANE 71N

Systemctl

Commonly used services - Telnet, SSH &
FTP

Hacking Demo

N7V900 NIDIVN QMDD
Windows VS. Linux

NinNo T n

NS T hnren

Linux 21DD N'7V9N NIDIVYN NINDA
Linux-2 Niwnnwnn NINI1on7o
FHS nv hinon

GUIVS. CLI

Shell Types

:Linux Terminal
Standard Streams
File Descriptors
How to find files using the terminal
Basic commands

:Advanced Terminal
Text Processing
Piping
Operators
Useful commands
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:SubProcess-1 OS N"9D1 WIN'WI NINOD
N1MoD N
N1MODI NIANDN NIXPAI0L WIDWN
D'TNI'D DNNWD __main__-1 wInwin
help-1 dir n'X7219n DY NINDN
SubProcess-1 0S-2 N'WINWY NI711'X{7119

:Python-2 niwpn 7101 Socket-1 win'w
Socket N"19D DY NINDN
Python Nowa nip7i Ny nma
NIP71 NIY 2 ]21N N1V YXAND TXD
D'YNNYN 11 NIY 71NN

:Requests n"Mop1 wIND'W
NOW1 NIM9D NpNn
requests N"MOD NN
HTTP 7171019 DY N'D'DA NINDM
Web N19pnn 7v 1wpna TNY7 NIN'Y N1MDIN NI

YT 1ID10I Requests N'MODA WIN'W qwNN
VYT 1ID19 7¥ LODIIPFN DY NINDN
BeautifulSoup Dy NINdM

Python
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Python
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:Python-2 N11oN7 XIAD
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:N'ODOMPINIOXN DY NN
Hash
Cipher:
Symetric:
XOR cipher
AES
A-Symetric:
RSA
JUTTIDNN NIPHOL
local brute force:
GPU VS. CPU brute-force
Wordlist:
Cupp
Rainbow table
Seclists

:OSINT - Open-Source Intelligence
GHDB & Google Dorks
FOCA & Metadata
Shodan
have | been pwned
the hashed
Linkedin enum
The harvester
Build your own fake identity
Social Enum
OSINT framework as a concept
Whois
Maltego

:Wi-Fi Hacking
:Wi-Fi-n 071y Dy ninomn
IEEE
802.11

:Encryptions
WEP
WPA & WPA2 & WPA3
WPS + Attacks

:Authentication Process
RC4 -> TKIP -> EAPOL -> AES -> CCMP
Brute-Force and Well known attacks
Routersploit

:data sniff
Special NIC - ALFA
Client mode
Managed mode
Monitor mode
Injection mode
Wifite2

:aircrack-ng
airemon-ng
airodump-ng
aireplay-ng

:Additional hardware
pine apple
Rogue AP attack
Evil portal
Evil twin

DIIPN 7nn1"
DINXDD IX IXNN
NN INT XXDY

TID7NN NN TPn'
"NNX N2'WN NIN'OYT

YN NISPNNT NIAD
External VS. Internal - 71Tinn ni1an
Windows Server 2019-7 NIanI MY InD
Workgroup VS. Domain
DC mjpnn
:NN1712070N1 DODAIPN DY NINDN
Active Directory, Forest, Domain,
Organizational Unit, Computers VS Users

:DNIND DY DY NN
,DNS, DHCP (and APIPA), Global catalog
more roles and features

DN NINYINIEDWHDAYD 71NN
:D'wNNYn
delegated admin
domain admin
enterprise admin
GPO and ADDS components: 7In"
NTDS.DIT
RODC
GROUPS - Group VS. OU
RSAT
D'D] Kerberos

:N12N 2D 0V NNoN
NAC
Device Control
EDR:
EDR & AV
Firewall
IPS & IDS
NOC & SOC
SIEM
VPN & PROXY
Dnssec
Ipsec
Macsec
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:Windows-1 7nINn 112 1"y NINWIN NN70N
Unquoted services
DLL hijacking

:services exploitation
winpeas
Bitlocker bypass
Kernel issues

JNNIXIN DNINYYT NISpNNI NYA N
N9 NwAl NMIIXIN NN
NMAP-2 win'w
Masscan
RustScan

:Service brute force
hydra
password spray

:Attacks
DNS zone transfer
DOS
Ping Of Death
BSOD
Smurf attack
Additional DOS techniques
SMTP attacks

NINMYIO NNIXD

:Metasplot Suite
Exploit
Vulnerability
ExploitDB
Searchsploit

:Well known exploits
Etternal blue
Nightmare
Bluekeep
Zero logon
Smbghost
Sigred

:Windows-2 N'ipn NINKIN ND7DN
:Windows local
:Local users

Regular user

Local admin

NT Authority

:Boot process
:sethc.exe attack
net user
net localgroup
bitlocker
ATP protection bypass

:Windows post exploitation
:Hiding a user

Hide from net user

Hide from logon screen

NMDIPN NIXPD!'D TINX YI9'N
Browser
Wi-Fi
Registry
SAM & SYSTEM
[sass.exe
:Mimikatz
hide from event viewer
Procdump
Rundll
Manual dump
PPL bypass

:N'NN2N NDTANI Phishing
SMS phishing
Website phishing:
spear phishing
how to buy a domain
URL obfuscation
Site mirror
Hiddeneye
Setoolkit

:Mail phishing

SPF, DKIM & DMARC

Gophish

How to build a phishing infrastructure
Mail spoofing

:Malwares
:Msfvenom
Trojan payload
Demonstrate how to hack a windows machine

:MSF Suite
General handler
Meterpreter and additional payload types
Encoders
Bind & Reverse shell

:Microsoft Office NIYVXNNXA NI9INN
Macro
VBS
CSV Injection
PowerPoint exploitation
SFX
Macro obfuscation
PDF Shell - History
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:Domain N2'2AD1 N'NIO NIL7NYN

introduction to Internal Takeover
:DC attacks

Golden ticket

Silver ticket
:Kerberos attacks
:Kerberoasting

SPN

SREP

Kerbrons

Pass the hash & Pass the ticket

:Domain Post Exploitation
DPAPI exploitation
Domain replication including shadow copies
Tunneling and firewall bypass including
domain jumping and forest

J'DND 70N VY
HackTricks
wIN'W'7 DNXIN

:Man in the middle - MITM
Arp poisoning
DNS spoofing
Bettercap
:Internal
ipv6 attacks
mitm6
ipv6 neighbors
ipv6 toolkit
LLMNR & Responder

:Domain-1 NIDO NIPFMID
Bloodhound & SharpHound
Ldap enum

SMB enum

RPC enum

Ping castle

PowerView

:pw1d PowerShell-2 win'y
PowerShell Introduction
I[EX bypass
MSI bypass
PowerShell to exe
PowerShell modules
Turn off firewall
Turn off ATP
PowerSploit
Download files
Mimikatz Obfuscated
Nmap
Keylogger
Winpwn
Death star
Empire

:Dwnn AT

Lateral Movement

Brute Force NOpNN1 wInw7 NIDTN
Well known exploits-1 winwi

Cme

Printersploit

Impacket

SMB relay

SMB signing

Psexec

Wmiexec

:Linux-2 NPNNNINMITN NINYIN NNT7DN
:GRUB Exploitation
Boot Process
Encrypting the GRUB
:Shadow and Passwd
JtR Brute Force
:Remote Exploitation
CRON abuse

:Linux-2 7NN 12N MY NINPIN NN7DN
:Kernel issues
dirty cow
:Sudo exploits
Sudo version exploits
Wrong permissions
SUID abuse
Wrong permissions for sensitive files
Process exploitation
Linpeas

:Windows -1 Jninn 112 1y NINYIN NN'7DN

Unquoted services
DLL hijacking
:Services exploitation
winpeas

Bitlocker bypass
Kernel issues

:‘Wireshark
Sniffing
Promosicous mode
Passive enum
Pcap
Statstics
TCP flow
:Filtering
Display filtering
Hard filtering
Packets analysis
Exporting data
Pcap challenge
Tcpdump & Tshark
How to discover if Wireshark exists
in the organization
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:CMS vulnerabilities
WordPress exploitation
Jumla exploitation

:IWNQ 7N - SSO vulnerabilities
SAML

:JWT Concept
JWT vulnerabilities

:0Auth 2.0 exploitation
Abusing the usage of JWT
The combination of CSRF, XSS, etc

:IUX1 P70 = Minor vulnerabilities
Broken authentication
:Broken authorization
MFA usage
Usage of default credentials
lack of anti-automation mechanism
User enumeration
Open redirect
Sensitive information leakage

2V P'7N - Minor vulnerabilities
Clickjacking
Information disclosure
Improper cache handling
Improper error handling
Lack of security headers
Insecure communication channel
Lack of AV solution
Response split
Directory listing

:Penetration Testing & Report
PT attitude
Business logic bypass
Parameter tampering
Vulnerability scanners
Sub-domain enum
Reverse DNS enum
Juice shop PT

:SQL injection
:Sqli concept
Error Based

Boolean Based
Identification
Sqlmap

:Advanced SQL injection
Time Based sqli
Sqlito RCE
Blind Sqli

:Cross Site Request Forgery - CSRF
CSRF concept using GET and POST
:CORS & SOP
PREFLIGHT
SAME SITE Cookie

:Server Side Request Forgery - SSRF
SSRF Identification
Protection Bypass

:XML injection & XXE
XML Concept
The usage of XML
XML Injection
OOB and Blind XXE

:LFI, RFI, Arbitrary file read & RFD
Local file include introduction
LFI to RCE using log poisoning

Directory traversal
Remote File Download
RFI to RCE

:HTTP Smuggling
Proxy usage
Abusing the proxy
Three different techniques of smugglings

:Remote Code Execution - RCE
RCE as a concept
Arbitrary file upload
Command injection
Code injection

:‘Web nnxg'7oN NIN9'Y7 N1AD
:HTTP protocol

Structure

Status codes

Methods

Headers
:Client & Server Web technologies
:Client side

HTML & CSS & JS & JS Framework
:Server side

PHP, Python, .NET, JAVA, Node.js
Web server (engine) OWASP
:Developer Attitude

SPA

DOM ROUTING

Regular routing

HTML basics

:JavaScript
JS basics
JS obfuscation & de-obfuscation

:Burp Suite and XSS

Burp Introduction
Thinking of censorship - filtering

Regex - server side

XSS
Stored
DOM
Reflected
Self - xss

:Advanced XSS
Cookies and Insecure cookies
Localstorage concept
Session hijacking
CSP protection bypass

:Databases
SQL Concepts
Database management
SQL storage
Massive training
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Android Open Source Project DY NINJN
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ADB Dy NiNdM

APK n1an npn

TTININTINT NIWND NIXPY7ONX N
Android Studio NIYVXNDNI NIN'O DY N2
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